How to Install Nortel Client'

Go to \\dp.net\instalNCLIENT\VPN and copy NVC32-10.04.016.exe to the desktop

Double click to start the install
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pen File - Security Warning (= | 2|
Do you want to run this file?
@ Name: Ch\Users\scotte\Desktop\WVC32-10.04.016,exe
Publisher: Mortel Metworks
Type: Application

From: Ch\Users\scotte\Desktop\NV32-10.04.016. exe

Run ] [ Cancel

Always ask before opening this file

patentially harm your computer. Only run software from publishers

| ﬁl While files from the Intemet can be useful, this file type can
L
v you trust. YWhat 's the risk?

Click run
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Welcome to the InstallShield Wizard for Nortel
VPN Client

The InstallShield (R) Wizard will install Mortel VPN Client on your
computer, To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties.

Click Next
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License Agreement

Please read the following license agreement carefully.

END USER LICENSE AGEEEMENT

FOE. NORTEL NETWOEEKS VPN CLIENT

This Software License Agreement (“Agreement™) is between vou, (“User™) and
MNortel Networks Corporation and its subsidiaries and affiliates (“Nortel Networks™).
PLEASE FEAD THE FOLLOWING CAFEFULLY.

BY CLICKING ON THE "YES" BUTTON OF. USING THIS SOFTWARE_ YOU
("USER") ARE CONSENTING TO BE BOUND BY THIS AGREEMENT EETWEEN
YOUERSELF AND NOETEL NETWORKS. IF YOU DO NOT AGEEE TO EE BOUND
BY THIS AGREEMENT, CLICK "NO" AND DO NOT USE THIS SOFTWARE.

i@ I accept the terms in the license agreement

(71 I do not accept the terms in the license agreement

InstallShield

Click “I accept the teams ...”



Click Next

Custom Setup
Select the program features you want installed.

i
ortel VPN Client v10.04.016 N

Click on an icon in the list below to change how a feature is installed.

WPM Client

Feature Description

A VPM dient application that can
establish an IPSec or S50 VPN
tunnel to remote Mortel VPN
Router or Gateway.

This feature requires OKE on
your hard drive. Ithas 0 of 1
subfeatures selected. The
subfeatures require 4641KE on
your hard drive.

Install to:
C:\Program Files\Mortel\Maortel VPN Client),

InstallShield

| b || space | <Bak

][ Mext = ] [ Cancel

Click Next

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to

exit the wizard.

InstallShield




Click Install

Would you like to install this device software?

= Mame: Mortel Metworks Metwork adapters
_&' Publisher: Mortel Metworks

iAlways trust software from "Mortel Metworks".! Install ] [ Don't Install

Ejf' You should only install driver software from publishers you trust. How can [ decide
which device software is safe to install?

Click Install

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Mortel VEM
Client. Clidk Finish to exit the wizard.

[7] show the Windows Installer log

Click Finish

How to Configure Nortel client




‘ WPN Connection:

Connection Information:

Nortel VPN Client

Edit the profile

Profile Wizard Mo profile defined.

View Logs IUser Credentials

Click “Profile Wizard”
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Setup VPN Connection profile

The VPN Client creates a secure connechion to a remote network. This
wizard will guide you through creating a connection profile that stores the
information needed to connect you to a particular remote network.

Profile Mame: BFDP
Description (Optional): BFUSA VPN Client

Enter the following information as shown in the image above.
Profile Name: BFDP

Description (Optional): BFUSA VPN Client

Check the box for Global Profile

Click Next
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Setup VPN Connection profile

VPN Client supporits both IPSec and S5L tunnel types.

Please =select a tunnel type for the connection profile.

@ |PSec Tunnel

) 5L Tunnel

IPSec Tunnel should be selected.

Click Next
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Setup VPN Connection profile

What i1s the Host Name or IP Address of the VPN Router at the remote
network?

Destination: eimdﬂs.hts.fs.mml

Enter the following for Destination: eisodos.bs.fs.com

Click Next
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Setup VPN Connection profile

The VPN Chent Switch can validate your identitty based on a Username
and Password. a Token Card. or a Digital Certificate (with or without
smartcard).

Please select the Authentication type for this connection. if you are
unsure, select Usermame and Password.

) Username and Password

@ Hardware or Software token card

) Digital cerificate and emartcard

Select “Hardware or Software token card”

Click Next
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Setup VPN Connection profile

What kand of token card will you be using?

") Challenge Response Token Card

@ Response Only Token Card

[ Use Passcode

) Response Only Software Token

Select “Response Only Token Card”

Click Next
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Setup VPN Connection profile

Please provide information of your token card

User |D for the Token Card: username

The VPN Client also requires a Token Group |0 and Token Group
Password to identify the WPM group you are associated to on the remote
network.

Token Group 1D: eisodos115

Token Group Password: T

For User ID type “username” or the Teammate Secure sign-on ID
For Token Group ID: eisodos115
For Token Group Password: fvpnbfs115

Click Next
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I Setup VPN Connection profile

Would you like to automatically launch an application before andfor after
establish your VPN connection?
7 Mo, | do not want to launch applications.

& JYes |wantto launch application(s) before or after my VPN connection is
"~ established.

Before Tunnel is established:

Application: D

Command Line:

Tunnel Startup Delay: Seconds (0-120)

After Tunnel is established:

Application: c\logon. bat

Command Line:

Select “Yes” to launch application.

For “After Tunnel is established” enter “c:\logon.bat” for Application

Click Next
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Setup VPN Connection profile

Please select the type of Keepalives to be used for the VPN connechon.

7' Mo Keepalives

@ Active Keepalives (Dead peer detection)

) Passive Keepalives (No Dead peer detection)

Click Next




G o R
5

Setup VPN Connection profile

Your Connechion Profile 1s complete!

To test your new connection. enter your Password and click Connect after
Exiting the Wizard.

To Exit the Wizard. click Finish button.

Click Finish

Go to \\dp.net\instal\CLIENT\VPN and copy” logon.bat” to the root of C:\

Finish

"Elwin




